Data Governance &
Data Protection

Effective Data Governance for Better Business Outcomes
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Section 1: Building Trusted Data

Data is one of an organisation's most valuable strategic assets. It underpins
decision making, supports digitally reliant services, enables innovation and Al,
and helps organisations meet the expectations of customers, regulators,
investors and other stakeholders. However, data also presents significant legal,
operational and reputational risks if it is not effectively governed and protected.

The objective of data governance and data protection is to create trusted data
—data that is accurate, secure, available, used ethically and managed
throughout its lifecycle. Trusted data enables confident decision making,
operational resilience and compliance with applicable legislation whilst
maintaining the confidence of customers and stakeholders.

Achieving trusted data requires clear ownership, accountability and decision
rights for organisational data, together with effective governance over how data
is created, classified, stored, shared, retained and ultimately disposed of.

For organisations operating within the UK and Europe, governance frameworks
should align with applicable data protection, privacy and information
management legislation.
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Together, these disciplines ensure organisational data remains trusted,
protected and available whenever it is needed.
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Integrated disciplines working together across the data lifecycle to ensure data is accurate,
secure, available, used ethically and managed responsibly.
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Section 2: Why Boards Should Care

Boards increasingly recognise that
data risk is business risk.

Every strategic decision, customer interaction and digitally
reliant service depends upon trusted data. If data cannot be
relied upon, organisations face poor decision-making,
operational disruption, privacy breaches, regulatory action and
loss of stakeholder confidence.

Regulators increasingly expect Boards and senior executives to
demonstrate effective oversight of how organisational data is
governed, protected and used. Compliance with applicable
legislation requires more than documented policies—it requires
demonstrable governance, clear accountability and effective
operational controls.
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Boards should therefore have confidence that....

o All versions of the critical data assets held have been identified, classified and prioritised.

e Clear ownership and accountability exists for significant data assets.

e Trusted data supports accurate reporting and informed decision-making.

e Personal and commercially sensitive information is protected throughout its lifecycle.

o Compliance with applicable legislation is embedded into business processes.

e Third parties handling organisational data are appropriately governed.

» Critical data can be recovered following cyber incidents or operational disruption.

e Al and advanced analytics are built upon trusted, lawful and ethically managed data.

« Management can demonstrate the effectiveness of governance through meaningful
reporting, metrics and independent validation.

R\ . "»:;? A
O

4

( \
Dlgltal Rlsk \ \_

AWARE
L LIMITE

Effective Board oversight enables organisations
to create and maintain trusted data, supporting
better decisions, stronger resilience and
greater confidence amongst regulators,
customers and investors.
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Section 3: Critical conversations to strengthen governance, protection and

organisational resilience.
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What are our most critical data assets? >

How many versions exist and
where are they held?

Who is accountable for the quality
and governance of each major
data domain?

How do we know our critical
data is trusted?

QUESTIONS
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» How do we protect personal,
commercially sensitive and
business-critical information?

» How do we know our security
controls remain effective?

» How quickly could we identify,
contain and recover from a significant
data breach?
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EVERY BOARD
SHOULD BE ASKING

Key questions to help Boards gain
confidence that trusted data is
effectively governed, protected
and managed.
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6 RESILIENCE & EMERGING RISKS

6 COMPLIANCE

¢ How do we demonstrate
compliance with applicable
legislation?

» How do we govern international
data sharing?

» How are retention and disposal
requirements monitored?
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* How often do we test
recovery capabilities?

o Could we recover critical
organisational data following
a cyber attack or major
disruption?

* How are Al systems using
organisational data, and h
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and ethically managed?
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we ensure that the data they rely
upon remains trusted, lawful
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g THIRD-PARTY RISK

» Which suppliers process or
store our critical data?

» How do we gain confidence that
they meet our governance and
security expectations?
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What This Means for the Board

Their role is to gain confidence
that management is creating
and maintaining trusted data
and can demonstrate that
appropriate governance and
controls are operating
effectively.

It is achieved through effective
governance, clear
accountability and evidence
that controls consistently
deliver the outcomes expected
by Boards, regulators and
stakeholders.
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